THE
CYBER FI| PYRAMID
AT UIOR

Participate in
DOE’s mandatory
annual information
security training.

CTRL-ALT-DELETE
when you leave
your seat!

Passwords are
not secrets
you share.

Read before you click: Think before you Encrypt files, hard
Review website privacy Click! Don’t get drives and media
& policies. phished. containing sensitive
information.

Ao Follow DOE policies for Report security .
handling and storing work- incidents immediately ST [T et

related information. according to your Blackberry.
organization's policy.

.
Understand DOE directives

\:0 about official and personal use of

Use electronic media from Never send sensitive information
reliable sources only. in an unencrypted email.
government computer resources.

S e

Contact your help desk for your When it doubt, don’t share it Learn about DOECOE'’s desktop security
organization's remote access security out: protect your information! features and services.

policies.

Policy People Technology

You are critical to protecting DOE data and information systems.
Stay Cyber Fit at work by following these best cyber security practices.
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